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EU GDPR FAQ 

 What is the EU GDPR and when does it take effect?

The European Union General Data Protection Regulation (“EU GDPR”) is a new and more 
stringent regulation governing the use of personal data.  It imposes new obligations on entities 
that control or process personal data about people who are in the European Union.  This 
regulation applies both inside the European Union (“EU”) and outside of the EU, and applies to 
data about anyone in the EU, regardless of whether they are a citizen or permanent resident of an 
EU country. 

The regulation takes effect on May 25, 2018. 

 What information is subject to the EU GDPR? 

The EU GDPR applies to the control or processing of ‘personal data,’ which is defined as any 
information relating to an identified or identifiable natural person ( the data subject); an 
identifiable natural person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, psychological, genetic, mental, 
economic, cultural or social identity of that natural person. 

Examples of identifiers include but are not limited to: name, photo, email address, identification 
number such as NU employee ID, Student ID, NU Account (User ID), physical address or other 
location data; IP address or other online identifier. 

 What is the difference between data controllers and processors?

Under the GDPR, both data controllers and data processors will be held responsible for the 
personal data they process. However, they do have some different obligations, so it is important 
to know which one you are. In short, the controller determines the purpose of the data processing 
while the processor is the one who actually processes the data. 

 Does National University System and/or its affiliates have a policy concerning EU
GDPR data?

National University System’s  EU General Data Protection Regulation Privacy Policy . 

 If I have questions about my personal data that is subject to the EU GDPR, who
should I talk to?

Individuals with questions about their personal data collected and processed by NUS and/or its 
affiliates that is subject to the EU GDPR should contact the Office of Information 
Technology, Information Security Office or by email at dataprotection@nu.edu 

https://iso.nu.edu/NUS-EU-GDPR-Policy.html
mailto:dataprotection@nu.edu
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• Where do I find a model consent/withdraw forms for the collection and processing 

of sensitive personal data?

NU Data subject Consent General

NU Data subject Consent Withdraw

NU Parental Consent on Behalf of the child General

NU Parental Withdraw

• Why is consent more important under the GDPR? 

The GDPR is meant to make life easier for EU citizens, to protect their personal data, both online 
and offline. Consent was a big topic in the Directive as well, but the GDPR, with all the new 
individual rights it introduces, it makes it even more important. The Regulation makes obtaining 
consent a bit harder, while it also makes it easier for individuals to withdraw it. 

 What happens with consent when working with children?

Processing children’s data is a sensitive topic, as they are identified as “vulnerable individuals” 
who deserve “special protection”. In the case of online services consent should be given by a 
person with parental responsibilities for the child. The requirement stands for children under the 
age of 16. EU Member States may be permitted to lower the age limit, but not less than 13 years 
old. If an organization offers services directly to a child, it needs to make sure all notices are 
drafted with child’s understanding in mind. 

 How and when do data portability rights apply?

Data portability is a new right for individuals under the GDPR. It can be said it is the answer to 
the ‘Big Data’ trend to increase the user’s choice of online services. In certain cases, the data 
controller may even be required to transmit the data directly to the competitor. 

Data portability rights apply only when processing was based on the individual’s consent or on a 
contract. However, it does not apply to processing based on public interest or the controller’s 
legitimate interest. 

 Do non-EU based organizations need to comply to the GDPR?

If they process data or sell goods to EU citizens or have EU citizens as employees then yes, they 
need to comply. When talking about the need to comply to the GDPR, it all comes down to the 
individuals whose data organizations are processing. Whether they are selling goods, processing 
individuals data when they create an account on organization website, or employing someone, if 
any of the people are working with is a EU citizen, the GDPR applies to them. 

https://iso.nu.edu/User-Consent.html
https://iso.nu.edu/User-Consent-Withdraw.html
https://iso.nu.edu/Parental-Consent.html
https://iso.nu.edu/Parental-Consent-Withdraw.html
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 My firm employs fewer than 250 people. Am I exempt from the GDPR?

Organizations will have to comply with the GDPR regardless of your size, if you process 
personal data. 

 Is security mandatory under GDPR?

Security is not mandatory under the GDPR, but it is recommended. That is, organizations are 
responsible for their client’s data, so taking precautions to make sure the data cannot be accessed 
by unauthorized people is advisable. Also, if they choose not to implement any protection 
measures, they will need to explain the reasoning behind their choice. 

One will often see the saying “security by design and by default”. This supports the idea that it 
should be a part of the core of organizations. Expectations are businesses will implement current 
best practices, but no specific security methods are recommended. Each company will need to 
decide what is the best method for their needs. Methods suggested by the GDPR include 
encryption and pseudonymization, tokenization, frequent testing to verify the effectiveness of the 
security methods, measures that allow the restoration of personal data in case of a data breach 
and measures that ensure the resilience of systems and services that process data. Failures are 
susceptible to fines. 

 Encryption vs. Tokenization. Which is better and when to use them?

Encryption has almost become a standard under the GDPR, as it is a widely known security 
method and its use helps organizations comply to the regulation. However, the encryption vs. 
tokenization dilemma is present. There are voices that say encryption is not the best solution – it 
does have some advantages, but it also comes at a cost. Firstly, it is not a very practical solution 
to secure data, because once the files have been encrypted, it will be nearly impossible for 
employees to work with them. 

Another GDPR approved method is tokenization. The idea behind it is to simply replace any 
personal identifiers with random codes. The method brings the need for a master table that maps 
the codes to the identifiers. With this approach, employees would be able to work with the data 
in an easier manner. It is not clear how things should be handled in case of a data breach if the 
organization uses tokenization to secure their data. Technically, it depends on how safe the table 
holding the connection between codes and raw data is. It also depends what data is encoded. If 
by accident some data that can lead to the identification of an individual is left decoded in the 
data file, the breach must be reported. 

So, encryption vs. tokenization? Is one better than the other? The question is similar to those 
aiming to compare one or more security algorithms to find which one is better. While some 
might stand out more often, the best solution has take into consideration the context and not just 
the performance of the standalone method. What data are you securing, how often will your 
employees need to access it in its raw form, how likely do you think a data breach is and of 
course, what technical resources do you have? If we want to compare the two methods, we 
should say that tokenization is often considered more efficient, as there are no mathematical 



4 

operations to make the connection between the tokens and the original data. However, for 
unstructured files, encryption will be preferable as opposed to tokenization which is better for 
structured data, such as databases. 

 When can the right to restrict processing be applied?

Under the GDPR, the right to restrict processing can be exercised by individuals about their 
personal data. When they do, all you will be allowed to do is store it. Do not confuse with the 
right to erasure – it is true that the two rights are often discussed together and some situations in 
which an individual can request either of them are similar, but they are different rights. 

A data subject can restrict processing of their personal data when they believe the data is not 
accurate. In this situation, the processing should be restricted until the accuracy of the data is 
verified. Also, processing will be restricted when the individual objects to it – if the data had 
been necessary for the performance of a public task but you, as an organization, are unsure of 
your legitimate grounds. Also, restriction will be mandatory when the processing has been 
unlawful but the data subject refuses erasure. Finally, if you no longer need the data but the 
individual does not want the data to be erased because they need to exercise a legal claim, the 
restriction of processing will come into effect again. 

If organizations’ shared the personal data with a third party, they should inform them when the 
individual exercises the right to restrict processing, unless this is impossible. 




